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ABSTRACT

Monitoring the traffic encompasses traffic accongtitraffic shaping of network, operators employredetwork,
forensics involved and debugging. Most of the @xissolutions only use better placement monitorimethods which are
fixed in routing and routing traffic sub populat®ver existing monitors. This work proposes a hagehnique for
monitoring the network traffic flows. Traffic chataristics and measurement objectives are chanfieguently.
So, previous techniques for traffic monitoring beeosub-optimal because of poor choice of monittasgment. To solve
this problem we strategically routing traffic subpplations over fixed monitors. This approach ilecameasurouting.
The main motive for MeasuRouting is effectivelylining channel capacity or meeting quality-of-sesviconstraints.
It works within the constraints of existing intraordain traffic engineering operations. In this papse present a

theoretical framework for MeasuRouting.

KEYWORDS: Intra Domain Traffic Engineering, Traffic Accoung, Forensics, Traffic Characteristics, Traffic
Shaping of the Network

INTRODUCTION

Today communication plays a vital role in any infp&®r communication main thing is the networkanlist be
of less cost, high speed and must be secure. Bjar mpeoblem in today’s network is it faces heavywark traffic and
congestions. It also solves the major problem fagsl to this traffic and cost effective. Actuallywon't take care of
size of data that we used to send to the receieejust attach the document and send it to our veceBut causes lot of

problems in the network. It not only affects outesbut also for other user who depends on thaicpéat network.

Network traffic is often far from predictable. Usaggends come and go, performance bottlenecksad@npiace
when you least expect it, and costs can therefooetsup at the worst possible time. With the helpetiable network
traffic monitoring software, however, you can spaotblems before they occur. PRTG Network Monitoatisestablished,
popular and affordable network traffic monitor tieaiables you to manage your network the way you tearSupporting
SNMP, Packet Sniffing and Net Flow, the bandwiditbl tdisplays data in easy-to-read graphs and tabkscan be
exported as reports, or accessed via a browserewdieyou are: analyzing and managing network tragfieasy with the
PRTG network traffic monitors.

To measure the traffic that flows through the nefwadhe existing techniques provide a function exltraffic
monitoring for all the interfaces of a network. thiis, each interface monitors all the traffic thistpassed through it.
Monitoring all the traffic over all routers incremsoverhead for both the routers and the netwark.o8ly some of the
traffic will be sampled for each monitoring periotit each monitoring period, choose a certain sub$qtackets for

sampling by all monitoring devices. Different sutssef packets are then monitored during differeanitoring periods.
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Choosing Better Availability of the Network and itsPerformance

To choose best possible availability of the netwarld its performance, it is important to monitotwiark
troubleshooting. Network analysis automates theestigations of the root cause of performance isséesurate
measurement of the network traffic is a major peablin network management tasks because of anonedgctebn,
network monitoring, accounting. A tool for measagrimaffic is a hardware or software running on tbeters. It collects
the statistics of network traffic. These statistice used to make the routing decisions i.e., uéifrg traffic that is to be

best monitored.

LITERATURE SURVEY

Significance and Analysis of the Network

Network administrators are interested to monitod amalyze the networks. For network administrators,
monitoring a network is a difficult task. NetworKrainistrators are constantly struggling to maintsimooth operation of
their networks. Even if the network slows down fosmall period of time, essential services thavige the network
would be compromised. Network administrators neechonitor the traffic flows and performance throaghthe network
and verify that there are no security threats odouthe network. Analysis of a network captures tretwork and

determines what is happening on the network.
Existing System

In modern society, high-quality network traffic nse@ements are necessary to better understand tiverkeand
manage it. Previous work is on placement of mositor fixed routing and routing traffic subpoputats over an existing
monitor placement for increasing measurement giiheonetwork. For optimal placement of monitorassumes previous
knowledge about traffic characteristics. Both thaffic characteristics and the measurement objestiare changing
frequently. So, the previous solution for measurting traffic is suboptimal. The optimal monitor t®pnent for one

measurement task might become suboptimal oncelijleetove changes.
Proposed System

A novel technique was proposed to route the trafffmamically over fixed monitors to achieve maximum
measurement gain of the network. That techniqueailed measurouting. Measurouting was proposecdntigc® route
important traffic dynamically over fixed monitorach that it could be best monitored. The main ioie@easurouting is to
separate important and unimportant flows and thehange those routes for achieving better monigoahmeasurement
gain and load balancing. The placements of moniiax® already been fixed and decided previouslyod#s not consider

the flexibility of deploying new monitors and repiag old ones or altering the existing monitor glaent strategies.
Methods for Maximising the Traffic Measurement Gain

In network-wide traffic monitoring, improving theaffic measurement gain is a hard problem. Sesaitions

have been proposed for improving the measuremamioda traffic
» Best placement for monitors across the network
*  Finding better placement of monitors and correspandonfiguration decisions
»  Sampling of network flows

» Decisions for routing traffic



Towards Proposing a Novel Theoretical Technique fofraffic Monitoring over Fixed Monitors 31

e Placement of Monitors: Previous work on network-wide traffic monitoring placing monitors in appropriate

positions to cover all the paths over all routiffjsises as few monitors as possible.

» Placement and Configuration Decisions for Traffic Monitoring: Place the monitors in best locations for
achieving maximum measurement gain. Configuratieaisions of traffic monitoring include packet saimgl
rates. It considers the problem of where the manigodevices are to be placed in the network and foocontrol

their sampling rates.

« Sampling of Network Flows: Traffic monitoring devices cannot record all thewk of routing packets because
of minimal resource requirements. So, only impdrtflows are to be selected and sampled, which are

dynamically routed through the monitoring equipment

» Decisions for Routing Traffic: Previous research is focused on placement of msndweer fixed monitors to
improve the measurement gain of traffic. It invaJmoth the placement of monitors and configuratlenisions
for packet sampling rates. It assumes a previoosvlauge about the traffic characteristics for ojtiplacement
and configuration of monitoring devices. These fitatharacteristics and measurement objectives gdmn

frequently. So, the previous solution for networidevtraffic monitoring becomes suboptimal.

Here we propose a technique called measuroutindyt@mically re-route traffic subpopulations ovexefi
monitors for improving traffic measurement gaintloé network. Measurouting takes input as previogations of traffic
monitoring devices and decides hoe the network flane to be monitored. At every router the decig@mmrouting a
packet is performed dynamically. To improve the rallemonitoring utility of the network, measurougircan adjust

routing decisions dynamically. Monitoring utilityeans weighted sum of the traffic over all flows.

PERFORMANCE OF MEASUROUTING

MeasuRouting works within the intra-domain traffmgineering operations. It effectively utilizes ohal
capacity and meeting QOS constraints. The netwpsgtaior chooses the location for placing monitord provides best

routing for important flows to achieve maximum maasnent gain.
» Flow is represented using 5 tuple
< srcip,dstip,srcpt,dstpt,proto>

Consider four traffic subpopulations f1,f2,f3 ard Router G has monitoring equipment and it is irtgat for

the network operator to monitor f1. Our TE polisytd minimize the maximum link utilization.
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Figure 1: (a) Represents Original Routing that Obeg TE Policy. (b) Violates TE Policy Because F1 is
Passed through Router G. Now there are 3 Flows froiRouter G, it Violates TE Policy.
So, Reroute One of the Unimportant Flow to Router B
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Figure 2: Is Complaint to the TE Policy
Definitions
A macro flow set is defined as set of flows wheraggregate placement of routing is given.

« Ifitis an intra domain traffic engineering rowindefinition of macro flow set is defined as sétath flows
between an OD pair.

e In MPLS networks, definition for macro flow setdsfined as all flows between an ingress-egressgbaindes
which are on same QOS class.

Our requirement for measuRouting is all the flowsai macro flow set consist of same number of irgessd
egress nodes. In this paper, consider a singlearflow set represents all flows between an OD paimacro-flow set

contains multiple micro flow sets. There is a maoipne relationship between micro-flow sets andnmdlow sets.
{S} () ee denotes the sampling characteristic of all links.
A simple metric called sampling characteristicigpresenting the ability of a link to sample ttedftc.
{I}ye» denotes the sampling utility of the micro-flow sets
This metric is used to define the importance of sueiag a micro-flow set.
{S} ) ee @and {I} & are inputs to our problem.

Finally, we define the sampling resolution functign
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Traffic measurement is to count the number of peckar bytes) that are routed over a particulafogeof time.
When a flow is matched with a sampled packet thercbunter value is incremented. The definitiofi@# set is defined

as an arbitrary set of flows. It maintains one deufor every flow set.
Representation of flow include the 5-tuple of
{prt, sip, spt, dip, dpt}

prt is the protocol field, sip and dip are the seuand destination IP address and spt and dpharsource and

destination port, respectively.

Adaptive engine and program engine are used totorahie flowsets that are taken from flowset counte

Flow Set Caurier . W
FLOW SET COUNTER

Figure 5
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Figure 6
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MEASUROUTING PROBLEMS

We define three classes of MeasuRouting problemsh éiffering in the level of required conformartoethe

original routing.
Least TE Disruption MeasuRouting (LTD)

The basic version of our MeasuRouting problem,rreteto as LTD. LTD is the most flexible, but magsult in

routing loops or traffic between an OD pair trausgdinks it does not traverse in the original iogt
No Routing Loops MeasuRouting (NRL)

The flow conservation constraints in LTD do not gusdee the absence of loops. NRL disallows loops ntay
result in routing semantics being violated. Loops avoided by restricting the setoff links alongiebha micro-flow set

can be routed.
Relaxed Sticky Routes MeasuRouting (RSR)

RSR ensures that the micro-flow set routing dodsraate macro flow set’s traffic along a link thae macro-

flow set’s traffic was not routed along in the @nil routing.
CONCLUSIONS

We have implemented the measurouting successfiillghadeals with the flows through the dedicated itaos.
This method has can assess the importance ofctfldfvs dynamically and can achieve traffic routingg manner that is
least disruptive to normal network performance ahihaximizing the measurement utility. Further thaper can be
extended to handle more dynamically without corigasby adding a cellular automata based classifiehe starting of

the network.
REFERENCES

1. S. Raza, G. Huang, C.-N. Chuah, S. Seetharaman,).aRd Singh, “MeasuRouting: A framework for rogtin
assisted traffic monitoring,” in Proc. IEEE INFOCQBan Deigo, CA, Mar. 2010, pp. 1-9.

2. K. Suh, Y. Guo, J. Kurose, and D. Towsley, “Locgtmetwork monitors: Complexity, heuristics and aawge,”
in Proc. IEEE INFOCOM, Miami, FL, Mar. 2005, vol, fip. 351-361.

3. G. R. Cantieni,G. lannaccone,C.Barakat,C.Diot, Bnd hiran, “Reformulating the monitor placementipemn:

Optimal network-wide sampling,” in Proc. ACM CoNEXIisboa, Portugal, Dec. 2006, Article no. 5.

4. C.Chaudet, E. Fleury, I. G. Lassous, H. Rivano,MrAd.Voge, “Optimal positioning of active and passi
monitoring devices,” in Proc. ACM CoNEXT, Toulousegance, Oct. 2005, pp. 71-82

5. "OSPF,” The Internet Society, RFC 2328, 1998 [CelliAvailable:_http://tools.ietf.org/html/rfc2328

6. “IS-IS,” The Internet Society, RFC 1142, 1990 [@el]l. Available;_http://tools.ietf.org/html/rfc1142

7. C.Wiseman, J. Turner, M. Becchi, P. Crowley, JHBe, M. Haitjiema, S. James, F. Kuhns, J. Lu, JwRtkar,
R. Patney,M.Wilson, K.Wong, and D. Zar, “A remotelgcessible network processor-based router forar&tw
experimentation,” in Proc. ACM/IEEE ANCS, San Jds4, Nov. 2008, pp. 20-29.

8. “The OpenFlow Switch Consortium,” Stanford UnivéysiStanford, CA [Online]. Available:

http://www.openflowswitch.org




Towards Proposing a Novel Theoretical Technique fofraffic Monitoring over Fixed Monitors 35

9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

R. Morris, E. Kohler, J. Jannotti, and M. F. Kaasko“The Click modular router,” in Proc. ACM SOSP,
Charleston, SC, Dec. 1999, pp. 217-231.

B. Fortz and M. Thorup, “Internet traffic enginewgiby optimizing OSPF weights,” in Proc. IEEE INFOR’,
Tel-Aviv, Isreal, Mar. 2000, vol. 2, pp. 519-528.

A.Medina,N. Taft, S. Battacharya, C.Diot, andK.&aatian, “Traffic matrix estimation: Existing tedhues and
new directions,” in Proc. ACM SIGCOMM, Pittsburdhd\, Aug. 2002, pp. 161-174.

“BRITE,” Boston University, Boston, MA [Online]. Aailable: http:// www.cs.bu.edu/BRITE/

N. Spring, R. Mahajan, and T. Anderson, “The caudgsath inflation,” in Proc. ACM SIGCOMM, Karlsrah
Germany, Aug. 2003, pp. 113-124.

Y. Ohara, S. Imahori, and R. V Meter, “MARA: Maximu alternative routing algorithm,” in Proc. IEEE
INFOCOM, Rio de Janeiro, Brazil, Apr. 2009, pp. 2966.

A. David and V. Sergei, “K-means++: The advantagéscareful seeding,” in Proc. ACM-SIAM SODA,
Philadelphia, PA, 2007, pp. 1027-1035.

F. Yu, R. H. Katz, and T. V. Lakshman, “Gigabiteagtacket patternmatching using TCAM,” in Proc. IHERIP,
Berlin, Germany, Oct. 2004, pp. 174-183.

S. Dharmapurikar, P. Krishnamurthy, T. Sproull, dndlockwood, “Deep packet inspection using paralleom
filters,” IEEE Micro, vol. 24, no. 1, pp. 44-51nlaFeb. 2004.

“The Internet2 network,” 2009 [Online]. Availablettp://www.internet2

P.Kiran Sree, al, Investigating an Artificial Immauisystem to Strengthen the Protein Structure Riediend
Protein Coding Region Identification using Cellukuntomata Classifier. International Journal of Bimirmatics
Research and Applications, Vol 5,Number 6,pp 64Z-68SN : 1744-5493. (2009) (Inderscience Journdls )

P.Kiran Sree, al, ldentification of Promoter RegionGenomic DNA Using Cellular Automata Based Text
Clustering. The International Arab Journal of Imf@tion Technology (IAJIT), Volume 7, No 1, 2010,
pp 75-78. ISSN:1683-3198H Index (Citation Index): 5 0 (SClmago, www.scimagojr.com

(Eleven Years Old Journal)

P.Kiran Sree, al, PSMACA: An Automated Protein Stuge Prediction usinf]ACA (Multiple Attractor Cellular
Automata. Journal of Bioinformatics and Intelligen€ontrol (JBIC) in Volume 2 Number 3,
pp 211-215 ,2013.(American Scientific Publicatiod§A)

P.Kiran Sree, al, An extensive report on Cellulatddnata based Artificial Immune System for stremgihg
Automated Protein Prediction. Advances in BiomeldiEagineering Research (ABER) Volume 1 Issue 3,
September 2013, pp 45-51. Science Publications JUSA

P.Kiran Sree, al, A Novel Protein Coding Regionntifging Tool using Cellular Automata Classifier tivi
Trust-Region Method and Parallel Scan Algorithm Q¥WFTCACA). International Journal of Biotechnology
& Biochemistry (IJBB) Volume 4, 177-189 Number 2g@@mber 2008).(Eight Years Old Journal) Listed in
Indian Science Abstracts, ISSN: 0019-6339,VolumeNiimber 22, November 2009.



36

P. Kiran Sree & P. Sowmya

24. P.Kiran Sree, al, HMACA: Towards proposing Cellufartomata based tool for protein coding, promoéggion
identification and protein structure predictionteimational Journal of Research in Computer Appbces

& Information Technology, Volume 1 Number 1, pp 26-2013.

25. P.Kiran Sree, al, PRMACA: A Promoter Region idenéifion using Multiple Attractor Cellular Automata
(MACA) in the proceedings CT and Critical Infrastture: Proceedings of the 48th Annual Convention of
Computer Society of India- Vol | Advances in Inigént Systems and Computing Volume 248, 2014,
pp 393-399(Springer-AlISC series).



